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Mainframe Networking Challenges
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Managing 

Compliance 

Mainframe Skill 

Shortage



Product Description
• CA NetMaster Network Management empowers new and 

experienced network administrators to easily identify and resolve 

network issues before they impact the end user and plan for future 

demands with a choice of interfaces on a single pane of glass. 

What is NetMaster?
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CA Mainframe Network Management
Product Family

CA NetMaster®

Network 
Management 

for TCP/IP  12.0

CA NetMaster®

Network 
Management 
for SNA  12.0

CA NetMaster®

Network 
Automation  

12.0

CA NetMaster®

File Transfer 
Management  

12.0

CA NetSpy™ 
Network 

Performance  
12.0
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Comprehensive Toolset

• First delivered in 1982

• Founders - 4 IBM 
developers 

• Veteran seasoned team  

• Several original dev.

• Support

• SWAT
CA NetMaster 

Mainframe Networks
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NetMaster Strengths

Elements of success

• SNA, TCP/IP,  MVS,  File 
Transfers, other

Monitoring 
Functions

• Trends, Reporting, 
Diagnosis

Historical 
Information

• Proactive, Intuitive, 
FlexibleDiagnostics

• Intuitive, FlexibleReporting 
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The zIIP capabilities

• zIIP utilization: a growing factor in assessing the true value 

of mainframe software purchases.

• CA NetMaster delivers the best zIIP exploitation 

capabilities:

• Code specifically designed to execute on a zIIP

• Measures its own zIIP eligible and actual zIIP CPU 

consumption
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Usage Scenarios 

1. What application traffic is being carried now on this stack interface?

2. How much IP Filtering is being done on this LPAR?

3. How many of our current Telnet sessions are secured?

4. How can I view our connection details in a spreadsheet?

5. I’m a z/OS DB2 DBA. What SQL payload is flowing over this DB2 

connection to ABC?

6. I’m a z/OS Web developer. 

How can I see more of what my application is doing?

7. How DB2 TCP/IP connections are there a day?  Is this growing?

8. Are we getting a lot of connection failures? 



Scenario 1

What application traffic is 

being carried now on this 

stack interface? 

• You have traffic figures for 

each stack interface – and for 

each appl.

But are they correlated?

• For stack interface ABC, what 

applications are contributing to 

its current traffic? 

• For application XYZ, what stack 

interfaces are its current traffic 

flowing over? 

A: Use the new Interface-

Application traffic figures 

• A TCP connection can send 

packets over more than one 

interface!

• The NetMaster Packet 

Analyzer correlates traffic for 

stack network interfaces with 

NetMaster’s own  ‘business 

applications’ – and vice versa

• Available from IP Summary

* Network Traffic Analysis



Interface-Application Traffic, by Interface



Interface-Application Traffic, by 
Application



Scenario 2
How much IP Filtering is 

being done on this LPAR? 

• IP Filters are usually used with 

IPSec, but can be used alone

• IPSec capabilities are provided 

by IBM Communications 

Server. IPSec management 

involves monitoring IP Filters, 

IKE tunnels, Dynamic tunnels 

and Manual tunnels 

• IPSec configuration and 

management on z/OS is not for 

the faint-hearted…. 

A: Use the new IPSec 

Summary and other 

NetMaster IPSec functions
• NetMaster provides many 

management & productivity 

enhancement tools for z/OS 

IPSec

• Management of filters and 

tunnels

• IPSec performance monitoring 

– special IPSec related 

attributes

• IPSec Packet Trace header 

decoding (not decryption)

* Security Awareness



Scenario 3 
How many of our current 

Telnet sessions are 

secured?

• A z/OS IP host can have any 

combination of unsecured 

Telnet connections, Telnet 

connections to a specific 

Telnet/SSL port, and Telnet 

connections automatically 

secured by AT-TLS

• Right now, what is your exact 

combination  of secure and 

unsecure Telnet connections? 

A: Use the new 

IP Security Telnet 

Summary

• NetMaster provides 4 different 

Secured Connection Summary 

lists:  for all SSL/TLS, for AT-

TLS only, for FTP, and for 

Telnet

• Secure FTP and Telnet lists 

can optionally include un-

secured connections, so these 

can be compared

* Security Awareness



Secured Connection Summary Lists



Secured Telnet and Secured FTP 
Summary Lists



Scenario 4
How can I view our 

connection details in a 

spreadsheet?  

• Offline z/OS IP connection 

details are useful for audit 

and reporting purposes

• Usually, this info needs to 

be manually moved from 

z/OS files

A: Use the new Web IP 

Event History

• Displays the same data as 

the 3270 option (enhanced 

with secured events lists)

* History and Auditing



WebCenter IP Event History



Scenario 5 
I’m a z/OS DB2 DBA. 

What SQL payload is flowing 

over this DB2 connection to 

ABC? 

• The Subsystem Traffic Explorer 

identifies the busiest DB2 

SSIDs

• Connection Lists show 

individual connections to z/OS 

DB2

• An individual connection looks 

busy / wrong / interesting / 

dangerous ....

What is it doing? And you need 

to find out in a hurry... 

A: Use the new SmartTrace 

DRDA decoding

• NetMaster SmartTrace Packet 

Tracing will - of course - show 

the packet flow and content of 

DB2 connections.  

• So you trace it. But what are you 

looking at? 

• You are looking at DRDA. 

DRDA is the protocol used for IP 

communications by DB2. DRDA 

consists of many DDM 

commands – some of these 

contain SQL, some don’t

* DB2 Analysis



SmartTrace DB2 Trace: without 
Decoding



The same SmartTrace DB2 Trace: with 
DRDA Decoding



Scenario 6 

I’m a z/OS Web developer. 

How can I see more of what my 

application is doing? 

• More and more Java, Web and 

SoA applications are being 

hosted on z/OS  

• Many native z/OS and USS 

diagnostics are verbose and 

unfriendly to use, particularly 

for programmers use to other 

platforms

• Productivity-enhancing z/OS-

hosted tools are essential 

during development 

A: Use the new SmartTrace 

HTTP/SOAP decoding & 

Data Flow Report

• SmartTrace provides one-step 
access to IP packet tracing 

• HTTP decoding is now automatic

• SOAP decoding for Web 
services

• The TCP Data Flow Report is a 
special representation of TCP 
packet exchanges to show only 
the data exchanges between TCP 
peer applications.   This removes 
all other information that an 
application programmer would not 
be interested in seeing or 
knowing.  Enhanced with Packet 
Reassembly

* Web Analysis 



SmartTrace Packet List including SOAP 
request



SmartTrace TCP Data Flow Report



Scenario 7 
How DB2 TCP/IP 

connections are there a 

day?  Is this growing?

• Our SNA sessions to DB2 

haven’t changed much for 

years… but surely DB2 remote 

access is growing?

• If I can show that, I can get 

more resources for my DB2 

group. Maybe the growth is 

with users coming in with 

TCP/IP?

• Maybe I need to train more of 

my DB2 people in basic 

TCP/IP?

A: Use the NetMaster 

IP Growth Tracker

 Illustrate the increase over time 

in mainframe IP network 

activity 

 Out-of-the-box tracking, no 

setup, no databases

 Connection and Traffic totals 

are kept indefinitely

* Predicting Growth



IP Growth Tracker, TCP Traffic Growth



Scenario 8 

Are we getting a lot of 

connection failures? 

• Connection totals and active 

counts get lots of attention. 

• What about connection 

failures? 

• These can be close to invisible, 

but can indicate a wide variety 

of potential problems, such as:

• Security: is someone trying a 

random or brute force attack?

• Application performance: is an 

application unwell or 

unavailable?

A: Use the new Real-Time 

IP Event Detectors

• NetMaster Packet Analyzer 

detects packet-based events by 

watching real-time packet 

streams

• For ‘genuine’ connection 

failures caused by TCP Server 

RST, use the SVRRESET

detector

• For connection attempt failures, 

use the NOLISTEN detector

• Normal NetMaster Alerts are 

raised

Code-free Automation



SVRRESET IP Event Detector Setup 
Criteria



NetMaster Strengths

Recap - Elements of success

• SNA, TCP/IP,  MVS,  File 
Transfers, other

Monitoring 
Functions

• Trends, Reporting, 
Diagnosis

Historical 
Information

• Proactive, Intuitive, 
FlexibleDiagnostics

• Intuitive, FlexibleReporting 
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Questions?



Craig.guess@ca.com


